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Core Groups of Fraud Mitigation Solutions
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Card Geolocation Address
Verification veriﬂcatlun Verification
Value Services

Transaction Browser/ Pin, Sign
Verification Services Malware Authenticate
Tracking

3D Secure Device ID
Tools Fingerprinting
FlltEn

Authenticate Automated Transaction/
Transaction Customer
Scoring Profile Dbase

More Advanced Identity & Transaction Verification Tools



Deadly Costs of Fraud
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$15 - $100 chargeback fees , :
contribute to $2.27 actual 2.6% decline rate 90% of reviewed orders

loss for each $1in - 0.9% actual fraud ultimately approved by
eCommerce fraud. 1.7% “fear of fraud” sales gap half of merchants.
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@ Dashboard

Dissmiss | End tour

Sample help guide

Lorem ipsum dolor sit an ronsectetur adipiscing volutpat et arcu. Quisque nec interdum sapien. Ves tibulum id liber
mattis, dignissim ex nec, dapibus massa. Proin luctus consequat urna, Cras sem dolor, efficitur non egestas eget,
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Intellectual property (IP) & technology

@ Dashboard i Dissmiss | End tour

Sample help guide

Lorem ipsum dolor sit amet, consectetur adipiscing volutpat et arcu, Quisque nec interdum sapien, Ves tibulum id liber
o mattis, dignissim ex nec, dapibus massa, Proin luctus consequat urna, Cras sem dolor, efficitur non egestas eget,
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PROXY PACKAGE:

euT:
GET request with two parameters:

Lo fourip)
2 loense key = yourlcense key)

* PROXY API

Userlp
ContactUs  Blog |

A scor fom 0100 idicatingthe kehood that the user using proxy
FEATURES USE CASES PRICING DEVELOPERS ABOUT [ilEii/8

1fthere was an ertor orwtning with thi equest, i ek containsan ertor code ting

prony-score:0,"1p":7213.1.156.17)

Fmtive m

errors*:"urong format query paraseters.}
ervor sessage

FRAUD PACKAGE:
INPL
POST request with next parameters:
Type o Descrption
Required  User' IP address at transactions time. Example: 188.143.116.64",
license_key Sting  Required  Your license key.
javascript Boolean  Required s optional to install our JavaScript snippet. Please enter ‘0" you have not, and
*17if you have. It provides in-depth analysis of the browser and device of a user
and transaction. We strongly recommend to work implement this agent to your
site.
Optional  Type of user action, which is being scored, following types are vaid: purchas
recur_purchase”, “account_register’, account login’ “account logi
ccount_password_change’, account_email_change”, account_edi

userid Optional  Users unique identiferin your system. I it is not specified, we automatically
generate one. Example: 00ab11-a52233"

afflate_id Optional  Users unique affiiate identifer in your system.

user_fullname Optional  Users registered full name. Can be hash in ASCIl encading as wel . g. MDS,
‘SHA-2 family). Example: *John Doe”.

user_name i Optional  Users registered usemame. Can be hash in ASCIl encoding as well(e.g. MDS,
ContoctUs Biog | ‘SHA2 family). Example: jdoe325".

Optional  Users registered affilate name. Can be hash in ASCIl encoding as well(e.g. MDS,
‘SHA2 family). Example: jdoe325'.

@) sEoN FEATURES USE CASES PRICING  DEVELOPERS  ABOUT

Geopage  poyhackge  Faupaase [

EMAIL PACKAGE:
INPUT:
GET request with two parametere:

1. email (our email

2 lcense ey = your cense key)

BAMPLE

MAIL API =

Name. Tie

email Useremal
emaiLscore Nscare fom 0100ndcating the eihood that the sers using a ke amai addess
emaiists Iftheemal ddress it or ot

fthe el address s on blcklst.

Ifthe el adres s on el

emaiDomainDetals et aboutthe doman of the emal address

emailAccountDetals  We checkifa Facebook. Google lus, Twiter, Microsoft. Appe Yahoo account s registred wih the ems
address. fhere s we provide detal ke photo ur, name o restered d

Ifthere was an erororwarning with this request tisfeld conainsan err codesting
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